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ABSTRACT 

This Technology Commercialization Fund (TCF) project provided the design, fabrication, 

and testing a full-scale prototype “Corner Unit” protective barrier to provide seamless 360° 

perimetrical protection for highly expensive power generation or transmission infrastructure. The 

Corner Unit will seamlessly match up to the existing A-Frame design to form the 360° protection 

desired from industry. This TCF project also demonstrated how commercial industry could 

fabricate and deliver the full-scale barriers to remote locations. 
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SUMMARY 

In the 2013 MetCalf attack, a rogue attack caused $15M in damages to power generation and 

transmission equipment. In 2015, Idaho National Laboratory undertook a project to preemptively 

answer the call of industry for large electrical infrastructure project and created the successful A-

Frame Transformer Barrier. This TCF project set out and accomplished its goal of designing, 

fabricating, and testing a full-scale prototype “Corner Unit” protective barrier to provide 

seamless 360° perimetrical protection for highly expensive power generation or transmission 

infrastructure. 

  

The Corner Unit will seamlessly match up to the existing A-Frame design to form the 

360° protection desired from industry. This work helps to fulfill the requirement set forth in the 

federal reliability standard (CIP-014-2), published in 2015, mandating all transmission stations, 

substations, and control centers should be protected. The Corner Unit was designed at Idaho 

National Laboratory then sent out to a small business partner, Waltonen Engineering Inc., to 

fabricate one Corner Unit and one A-Frame Unit as well as provide feedback to make the design 

better translate at the market scale. Written also in the contract with Waltonen was to provide the 

cost of manufacturing of the Corner Unit and A-Frame at market scales, up to 500 units. 

  

Once fabricated, the units were sent to the Idaho National Laboratory National Security 

Test Range to be ballistically and explosively validated. The Corner Unit was ballistically 

validated with 0.50 caliber ball and armor piercing rounds. The Corner Unit passed the test by 

not allowing any rounds to reach behind the protection line where any valuable equipment could 

be located. The A-Frame was explosively validated with a 5-pound C4 charge in which the unit 

survived and denied personnel or line-of-sight access through the barrier. 
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Introduction 
 

The most crucial components of the U.S. electricity generation and transmission system 

are certain types of high voltage (HV) transformers and towers supporting transmission lines in 

remote locations across the country. Specifically, these transformers include those with a high 

value or those that require a long lead time and are difficult to replace. These crucial components 

are vulnerable to major rogue assaults. 

 

Idaho National Laboratory (INL) Defense Systems Division has developed, designed, and 

manufactured a full-scale armored barrier to protect electrical transformers and other critical 

assets against rogue gunfire assault. Subsequent to an INL Industry Day live-fire demonstration, 

physical security managers from several large utility companies had inquired if a corner structure 

could also be developed and demonstrated to provide seamless perimetrical protection for the 

aforementioned types of transformers at remote substations. As a result of the above discussions 

funding was sought through the Technology Commercialization Fund (TCF) to satisfy the 

perimetrical protection request from industry and mature the existing barrier technology. 

 

This TCF project included the design, manufacture, and testing of a companion Corner 

Barrier to the First Prototype Barrier also known as the A-Frame Barrier. Additionally, a second 

unit of the A-Frame Barrier was constructed to demonstrate the seamless perimetrical protection 

offered when the Corner Barrier is flanked by A-Frame Barriers. This project demonstrated the 

capability, scalability, and maturity of the technology, and worked with and continued to build 

relationships with the commercial sector to show how the product may be transferred to this 

industry. In an effort to move the Corner Unit and A-Frame to market, cost estimates for variable 

amounts of units using Waltonen’s industrial fabrication method were forecasted for up to 500 

units manufactured. 
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Background 
 

In April 2013, the Metcalf Transmission Substation near San Jose, California sustained 

significant damage due to a planned gunfire attack in which gunmen fired on equipment located 

inside the substation. Upon hearing of this attack, INL Defense Systems researchers observed the 

need for a barrier system to protect against such attacks. 

 

In 2015, a Federal Reliability Standard (CIP-014-2) was published mandating that 

transmission stations, substations, and control centers should be protected. INL Defense Systems 

developed, designed, and manufactured a full-scale armored First Prototype Barrier, Figure 1, to 

protect electrical transformers and other vulnerable equipment against rogue gunfire assault. This 

work was funded by the Laboratory Directed Research & Development (LDRD) program. The 

full-scale (TRL 7) barrier has been tested with successful results in protecting against ballistic 

attacks over UL 752, Level 10 in live-fire tests.  The protective barrier was designed with readily 

available commercial off-the-shelf (COTS) materials and can be installed with equipment 

already in use by electric utility companies. The barrier is modular, and armor panels may be 

replaced without having to replace the entire protection section, such as in single-panel fence-

post type of barrier. In addition, the armor panels may be readily retrofitted to meet other specific 

threats. 

 

 
Figure 1. The first full-scale “A-Frame” Prototype Barrier shown protecting a large transformer. 
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Subsequent to an Industry Day live-fire demonstration at INL, physical security managers 

from several large utility companies inquired if a “Corner Barrier” structure, see Figure 2, could 

also be developed to provide seamless perimetrical protection for transformers at remote 

substations that have a high value or require a long lead time and are difficult to replace. 

Preliminary talks have been held with the security officers and mangers of Southern Company 

and American Electric Company regarding commercialization and deployment of this invention. 

 
Figure 2. Conceptual model illustrating the need for a corner barrier to provide seamless 

perimetrical protection. 

The current TCF project designed, manufactured, and tested a companion Corner Barrier 

to complement the patented A-Frame Barrier. Additionally, a second unit of the A-Frame Barrier 

unit was constructed such that together, all three units formed an L-shaped section to block any 

line-of-sight necessary to carry out any attacks from gunfire and explosives. The seamless 

protection offered by this technology is applicable, if not necessary, for any electrical 

transformer, footing of transmission tower, or other vulnerable asset critical to the nation’s 

electric supply system. 
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Design 
 

 As with the A-Frame barrier, the frame-support structure and armor components of the 

corner barrier was designed with commercially available materials and uses industrial 

manufacturing processes readily available at many similarly equipped and qualified 

manufacturing facilities. All barrier units are designed to be field assembled, as well as movable 

and repairable with commercial utility-based equipment.  

 

 The corner barrier detailed design evaluated the best configuration for corner 

protection. The design evaluated various shapes to determine: a final configuration for ballistic 

and explosive protection, the ability to replace armor panels and to lift and move the structure, 

minimize material cost, maximize material performance, ease of manufacturing perspective, 

mate up to the existing A-Frame Barrier, and integrate into seamless perimetric protection. 

 

 During the design, the INL acquired the services of Waltonen Engineering, Inc, a full-

service design, engineering, and manufacturing company located in Warren, Michigan. This 

contract with Waltonen was to review both the Corner Unit and A-Frame designs for ease of 

manufacturing and cost efficiencies. This review lead to several suggestions being implemented 

into the final designs. An isometric view of the final Corner Unit design is shown in Figure 3. A 

provisional patent has been submitted for the Corner Units final design. The Invention 

Disclosure Record (IDR) of this design is given in Appendix A.  

 

 

 

Figure 3. An isometric view of the final Transformer Barrier Corner Unit design. 
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 The final Corner Unit design includes a structural steel base, with forklift pockets. The 

base is filled with concrete either during manufacturing or in the field. Attached to the base are 

four C channels that form two pockets that the armor cassettes to slide into. Each pocket receives 

two armor cassettes to minimize the required lifting height to load the cassettes in the pockets. 

 

 In addition, the initial prototype A-frame design drawings were updated to include 

relines, lessons learned during the initial fabrication, and cost efficiency suggestions from 

Waltonen. The final accepted design and fabricated model for the A-Frame Barrier is shown in 

Figure 4.  

 

 

Figure 4. An isometric view of the final and fabricated design of the A-Frame Barrier design. 
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 To verify the design, fit, and unit configuration, scaled down 3D models of the Corner 

Unit and A-Frames structures were printed. The models confirmed that the integration of the 

Corner Unit with the A-Frame provided full perimetric protection with no gaps in coverage. (See 

Figures 5 & 6). 

 

 

Figure 5. 3D printed model exploded view of one Corner Unit flanked by two A-Frame units. 

 

 

Figure 6. 3D printed model of Corner Unit mated with two A-Frames forming L-shape 

illustrating seamless protection offered through the combination of these two barrier types. 

 The key features of the Corner Unit are its ease of construction/deconstruction, 

modular nature, freestanding structure, and ballistic rating up to UL level 10 threats. The ease of 

construction allows for the rapid deployment, compared to fence-type barriers, of the Corner 

Unit. True to its modular nature, to construct the Corner Unit first the frame is erected, concrete 
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is poured into the base form, and armor panels are inserted. The modular nature also allows for 

the replacement or downsizing of armor plates according to anticipated threat level or capital-

driven design. The freestanding design reduces the cost of installation and deployment allowing 

the Corner Unit to be deployed and redeployed without expensive umbilical equipment (ribs and 

anchors). The existing product on the market is designed to mitigate up to a UL level 5 threat. 

The Corner Unit will be deployed with armor plate rated at a UL level 10 threat allowing the 

Corner Unit to perform at a significantly higher level. 
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Design Review and Fabrication 

 

 Preliminary conversations with several private industry companies have garnered their 

interest as future partnering organizations in implementing or manufacturing the protective 

barriers. After consulting industry, Waltonen Engineering, Inc. was selected for A-Frame and 

Corner Unit Barrier design review and fabrication of a prototype Corner Unit and a second A-

Frame Unit. 

 Waltonen’s design review was aimed at streamlining the conceptual design and 

fabrication drawings for Corner Unit and streamlining the drawings for the existing A-Frame 

design. The objective of the design review for the drawings was to allow an industry entity to 

provide a manufacturing perspective as well as reduce the time needed to migrate to market 

production. Waltonen was able to provide invaluable feedback to the design and manufacturing 

of the Corner Unit and A-Frame drawings. Comments included changes in design and assembly 

to reduce the machining time and overall cost.  

 The fabrication of the Corner Unit and the second A-Frame Unit were conducted by 

Waltonen at their facility in Warren, Michigan (See Figures 7 & 8). All materials were ordered 

by the manufacturer to emulate a market-like production scenario of both units. The units’ 

frames were constructed from A36 carbon steel while the armor plates were constructed from 

MIL-DTC 46100 high hardness steel and these materials are commercially available. As the 

armor hardness is a critical component to the units’ performance, a hardness measurement 

program was written and given to Waltonen to verify the MIL-DTC 46100 plate procurement 

and will be used in industrial manufacturing.  

  

 

Figure 7. Fabrication of A-Frame Unit illustrating a) A-Frame “Top Hat” section that provides 

upper protection for the A-Frame Unit. b) A single armor cassette prepped for loading into one 

side of the A-Frame Unit. c) One side of A-Frame Unit with a single armor cassette installed.    

d) Completed A-Frame Unit with both side armor cassettes installed and Top Hat installed. 
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Figure 8. Corner Unit Fabrication showing a) Corner Unit with lower section of armor cassette 

installed. b) One completed section of Corner Unit Transformer Barrier. 

 Additionally, one of the primary design criteria to be met by this design is to be liftable 

by normal power utilities derrick trucks or not require special equipment to assemble the Corner 

and A-Frame Units. All individual pieces were weighed and were under the maximum lift weight 

for a standard derrick truck. The final acceptance testing was conducted via video recording 

showing the structures and armor cassettes loaded into these structures. It is crucial that the 

armor cassettes be loaded into the standalone structures without any specialized equipment. The 

machinists/lift operators were able to successfully load the armor cassettes into the unit 

structures without extensive prior description due to the units’ intuitive designs.  

 Overall, this process aided greatly in the transition to market fabrication through 

clarification of design while also progressing the design from prototypical to marketable. 

Waltonen provided a cost estimate per unit volume scaling from 1-10 to 101-500. Summarized 

cost estimates are in Table 1 and in Appendix B (Appendix G of proposal). 

 

Table 1. Cost Estimates of A-Frame Unit and Corner Unit Per number of manufactured units. 

  

Number of Units 

Manufactured
Cost

Number of Units 

Manufactured
Cost

1-10 44,682.00$ 1-10 46,187.00$ 

11-50 44,976.49$ 11-50 46,265.91$ 

51-100 43,867.20$ 51-100 44,737.19$ 

101-500 42,646.34$ 101-500 42,892.43$ 

A-Frame Corner Unit
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Ballistic and Explosive Testing 
 

The Corner Unit is designed to be flanked by two A-Frames to create 360° perimeter of 

armor protection for expensive electrical or power generation equipment. The Corner Unit and 

accompanying A-Frames are shown in Figure 9. In a real setup, the A-Frame is equipped with 

ports that allow steel cabling of one A-Frame to its neighbors making it difficult to pull the units 

apart or topple the units to gain access. A functional requirement of both the Corner Unit and the 

A-Frame Unit is that they can be assembled, sited, and configured using available utility 

equipment trucks without requiring a crane or other special equipment. These barriers were 

assembled at the INL National Security Test Range (NSTR) by power utility personnel without 

prior experience with the units. The utility crews were able to put together the units without 

rigorous instruction satisfying this criterion.  

 

 
Figure 9. Corner Unit flanked by A-Frame Units to show seamless protection on corners of A-

Frame protection lines. 

Ballistic testing of the Corner Unit transformer barrier was executed to ensure that the 

unit meets a UL level 10 ballistic threat mitigation. The testing ammunition types were 0.50 

caliber ball and armor piercing fired from a 20-foot distance. High speed videography was 

employed to capture the bullet/armor reaction as well as bullet impact velocity. Overall, one 

round of the ball 0.50 caliber and 6 rounds of the armor piercing 0.50 caliber were employed to 

verify the ballistic protection level of the Corner Unita. Experimental setup is shown in Figure 

10. 

 

 

 

 

 

 

 

______________________________________________________________________________ 
a Note that the 0.50 caliber armor piercing ammunitions exceeded both the UL752 Level 10 and NIJ 0108.01 

Level IV requirements and their uses were to estimate the upper bounds of protection capability. 
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Figure 10. Experimental setup for ballistic verification of armor panels for Corner Unit. 

The A-Frame barrier underwent ballistic testing in the previous project in 2015 and was 

not tested again ballistically as the barrier passed UL level 10 ballistic threats. In this work, the 

A-Frame was also tested using a small 5-pound C4 explosive charge on an armor plate to 

emulate a small explosive attack on the barrier system. The explosive testing also employed high 

speed video to capture the reaction of the A-Frame to the explosive charge. Figure 11 displays 

the explosive charge on the A-Frame armor plate. 

 

 
Figure 11. Explosive charge placed on one of the armor panels of the A-Frame structure to test 

survivability of unit when facing small 5-pound C4 explosive threat.  
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Testing Results 
 

Two types of 0.50 caliber ammunition were used to test the ballistic performance of the 

Corner Unit armor plate. The two types of ammunition used were 0.50 ball and 0.50 armor 

piercing (AP) rounds. In total, seven shots were used to evaluate the performance of the armor 

plate. Table 1 displays the details for each of the seven shots used to evaluate the performance of 

the Corner Unit.  

 
 

Table 2. Parameters for each of the seven shots used against the Corner Unit’s armor plate to 

evaluate the ballistic performance of the armor package. Note: 0.50 M2AP rounds are beyond 

UL 752 level 10.  

 

Out of the seven shots, 3 penetrated the armor plate but did not cause significant damage 

to the witness board located behind the armor plate. The rounds that did penetrate the armor plate 

were deflected through the plate thickness and impacted the concrete directly behind the Corner 

Unit. These impacts on the concrete were 22” - 36” (depending on armor plate height) 

horizontally from the exit point of the armor plate which lie on the back of the Corner Unit 

concrete reinforcement pad. With this result, no bullets that penetrated the armor were able to 

escape past the barrier nor reach any critical components being protected by the Corner Unit. The 

armor panels shot by the 0.50 caliber rounds is shown in Figure 12.  

 

 
Figure 12. Images of the Corner Unit’s armor plate after being shot by 0.50 caliber ammunition 

a) armor plate containing shots 1 (ball) and 2 (AP), b) shots 3-7 (AP), and divots in rear concrete 

resulting from penetrating shots 3 and 7. 

Shot Number Date Time Temp Caliber

Bullet 

Mass 

(grains)

Powder 

Mass 

(grains)

Velocity 

(ft/s)
Comments

Shot 1 8/18/2020 2:48 p.m. 89 F 0.50 Ball 660 227 2652 - No penetration

Shot 2 8/18/2020 3:12 p.m. 89 F 0.50 M2AP 693 227 2620

- Penetrated armor

- Bullet deflected downward

- Slight spalling of concrete were deflected bullet hit concrete

   (42 1/2" below and 22" behind bullet hole in armor)

- Very little damage to plywood witness plate behind armor

Shot 3 8/19/2020 9:30 a.m. 74 F 0.50 M2AP 691 227 2658

- Penetrated armor

- Bullet deflected downward

- Slight spalling of concrete were deflected bullet hit concrete

   (57 1/4" below and 37" behind bullet hole in armor)

- Very little damage to plywood witness plate behind armor

Shot 4 8/19/2020 9:50 a.m. 72 F 0.50 M2AP 689 227 2694 - No penetration

Shot 5 8/19/2020 10:05 a.m. 75 F 0.50 M2AP 694 227 2578 - No penetration

Shot 6 8/19/2020 10:14 a.m. 75 F 0.50 M2AP 694 227 2579 - No penetration

Shot 7 8/19/2020 10:24 a.m. 75 F 0.50 M2AP 693 227 2591

- Penetrated armor

- Bullet deflected downward

- Slight spalling of concrete were deflected bullet hit concrete

   (55 1/2" below and 36" behind bullet hole in armor)

- Very little damage to plywood witness plate behind armor
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 The majority of the 0.50 caliber projectiles disintegrated upon impacting the armor plate as 

shown in Figure 13. The bullet impacts the armor plate and the debris of the plate and projectile 

is directed upwards due to the momentum of the projectile. As seen in Figure 13, this event 

creates many heated particles that flow up the surface of the plate until the particles impact the 

edge stiffener then flow horizontally as time progresses. This phenomenon is seen in both the 

penetrating and non-penetrating shots.  

 

 
Figure 13. Time-lapse images showing the event of 0.50 caliber bullet impact, disintegration, and 

propagation of fragments at a) impact, b) 500 ms after impact, c) 1000 ms after impact, and d) 

1500 ms after impact against the Corner Unit’s armor panel. 

 The A-Frame Unit was tested using a 5-pound C4 explosive charge set on the A-Frame Unit. 

This test is set to simulate a small satchel-like charge placed on one of the armor panels (see 

Figure 11) by an adversary. Overall, the A-Frame Unit was successful in resisting the explosive 

threat. The front armor plate that the explosive was placed on had a hole the shape of the charge 

formed through it. The steel that was cut from the front armor plate impacted the bottom rear 

armor plate, trajectory being a result from the angle of the front armor. The essential flyer plate 

impacts and penetrates the lower armor plate causing debris to fly from the rear bottom armor. 

The damage to the front and rear armor plates is shown in Figure 14. This test result also 

revealed that direct line of sight or access to the asset through the damage location will be denied 

to the potential attacker. 
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Figure 14. Pictures of A-Frame Unit post C4 charge explosion showing a) square hole formed 

through front armor and b) perforation through the bottom rear armor. 

The explosion causes the entire unit to shift backwards ~8” but still maintains the mated 

connection with the adjacent Corner Unit and the Top Hat remains on top of the lower section of 

the unit. The movement experienced by the A-Frame Unit could be mitigated through use of 

steel cabling through the adjacent A-Frame Units and/or Corner Unit to tie all units together thus 

distributing the load across multiple units. During the explosive event, the front armor flyer plate 

damage and debris is visible from the dust generated at the back of the unit. Also visible is the 

movement of the lower part of the A-Frame Unit while the Top Hat is inertially responding to 

the movement of the lower frame. However, the Top Hat remains seated in the housing of the 

lower section and rights itself after the lower part of the A-Frame comes to rest. A time-lapse of 

the macro-level response of the A-Frame Unit is shown in Figure 15.  
 

 
Figure 15. 5-pound C4 charge test against the A-Frame Unit illustrating a) initial blast and 

impact of debris behind unit, b) impact of larger debris behind unit; no movement of unit yet 

observed, c) movement of lower part of unit as Top Hat flexes forward, d) lower part of unit 

comes to rest and Top Hat returns to proper position in the unit. 
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Conclusions 
 

In 2013, the need for power transformer protection became apparent with the MetCalf 

attacks. In 2015 INL rose to the call to fabricate and test the first A-Frame barrier to meet this 

need. The project was successful in that a mobile barrier was created that could withstand UL 

level 10 threats. After consulting with utility industry professionals, the need for seamless 360° 

protection arose. This TCF project succeed at answering this need.   

 

The primary goal of this TCF project was to design, fabricate, and validate a Transformer 

Barrier Corner Unit with the intent of mating the Corner Unit to the existing A-Frame Barrier for 

360° protection for highly valuable energy generation/transmission equipment. At the Idaho 

National Laboratory, a prototype was designed, reviewed, fabrication by another party, and 

validated to prove the design of the Corner Unit. The Corner Unit and the second A-Frame Unit 

that was fabricated by Waltonen Engineering, Inc. were assembled by utility crews with 

normally available equipment without prior training or experience.  

 

These barriers were ballistically tested with 0.50 caliber ammunition and found to pass 

without endangering any vital equipment beyond the barriers. The A-frame was also tested with 

a small 5-pound C4 charge. Although the A-Frame moved slightly when subjected to the 

explosion, the unit survived intact and the movement that was experienced by the unit can be 

easily mitigated in a full-scale system. 

 

The Corner Unit and A-Frame system will hopefully quickly transition into a 

commercially viable product with the intent to sell to customers to protect vital electrical grid 

infrastructure around the United States. The vital infrastructure will not be visible through the 

Corner Unit and A-Frame Unit barrier system thus eliminating the shot line from any elementary 

rogue attacks. The use of the barrier system can be extrapolated to the use of temporary or 

frequently changing areas that require protection due to the quick construction/deconstruction of 

the barrier system. 
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Appendix A 
 Invention Disclosure Record 

 
1. 481.35 

01/26/2000 

2. Rev. 02 Qversion: 5 

INVENTION DISCLOSURE 
RECORD 

(DOE Contract No. DE-AC07-
05-ID14517) 

Contains Proprietary or Business 
Sensitive Unclassified Information, 

do not 
disclose outside of BEA without 

prior 
proper approvals (when data 

supplied) 
Tracking No: 9981 Rev. 3 Date Submitted: 11/18/2019 
IDR/Docket #: BA-1163  
 
1.0 Title 

Transformer Barrier Corner Unit 
2.0 Investigator(s) 

Name Work Phone Concurred 

Kenneth R Bratton 2085260957 11/18/2019 

Teddy R Reed 2085268425 12/4/2019 

Henry S Chu 2085267514 11/23/2019 

Todd L Johnson 2085264180 11/19/2019 

2.1 Non-Employee Investigator(s) 
- there are no responses in this list - 

3.0 Summary 
3.1 Non-Confidential Summary: 

A Transformer Barrier Corner Unit was developed to protect critical infrastructure. The Corner 
Unit consists of 3 major parts: 1) concrete base, 2) steel rail frame, and 3) an armor panel 
cassette. The modular nature of the Corner Unit allows for easy construction utilizing common 
power utility trucks as well as easy replacement of damaged panels. This structure is designed to 
withstand ballistic threats exceeding UL Level 10 and crash/blast impacts. The Corner Unit mates 
with the existing Transformer Barrier A-Frame Unit (US Patent 10053887) to achieve full 360° 
protection of critical infrastructure.  

4.0 Narrative 
4.1 Customer: Please provide a description of the customer and their unmet need. What is the 

problem you are solving for your customer and why is it important? Are there any specific 
companies or individuals that you believe would be interested in licensing your invention for 
commercial deployment? 
The Transformer Barrier Corner Unit will provide seamless corner protection as well as a 
transition joint where the Transformer Barrier A-Frame lines meet. With addition of the 
Transformer Barrier Corner Unit, 360° protection of vital equipment is possible. Currently, there 
is a lack of protective equipment surrounding power generation/transmission equipment 
currently in use and susceptible to simple rogue attacks. The problem solved for the customer is 
ensuring protection of the equipment that is difficult to replace due to long-lead time or one-of-
a-kind pieces of equipment.  
Potential customers include any power generation and/or transmission companies that have 
remote installations or substations. Preliminary talks have been held with the security officers 
and mangers of Southern Company and American Electric Company regarding 
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commercialization and deployment of this invention. Another potential customer is those who 
desire temporary protection that can be readily assembled/disassembled in a short amount of 
time without need of technical training.  
Waltonen Engineering Inc. has expressed interest in licensing the Corner Unit and the A-Frame 
structures for large-scale manufacturing. 
 

4.2 Opportunity: What is the magnitude of the customer problem in terms of economic and/or 
societal impact and why hasn’t it been solved before? 
Some of these power generation and transfer equipment are one-of-a-kind making their 
replacement difficult or impossible. The attacks on the transformers at the Metcalf substation 
resulted in $15M in damages and could have affected thousands via loss of power had the 
attacks been during the summer (higher peak electrical usage). A federal Reliability Standard 
(CIP-014-2), FERC published in 2015, mandates that Transmission stations, substations, and 
control centers should be protected.  
Fence-type barriers are not viable solutions due to the costs of driving anchor points as well as 
setting the internal ribs for the armor plates. The construction cost of these fence-type barriers 
to fully secure the perimeter of the substation are prohibitively expensive leaving the market 
open for a more economically and manpower efficient barrier. Additionally, these barriers are 
only effective up to a UL level of 5 ballistic protection.  

4.3 Solution: What’s your solution for satisfying the identified need and seizing the opportunity? 
What are the key features and functions, inputs and outputs? Please provide a description of 
the invention background and how the invention originated along with the novel elements of 
your approach. 
The freestanding Corner Unit does not require the anchor points or rib installation that fence-
type barriers do. This feature dramatically reduces the cost, both fiscally and manpower, of 
installation making the Corner Unit more feasible for potential customers. The market for simple 
installation, modular, freestanding, and ballistic ratings up to UL level 10 threats is very 
promising.  
The key features of the Corner Unit are its ease of construction/deconstruction, modular nature, 
freestanding structure, and ballistic rating up to UL level 10 threats. The ease of construction 
allows for the rapid deployment, compared to fence-type barriers, of the Corner Unit. True to its 
modular nature, to construct the Corner Unit first the frame is erected, concrete is poured into 
the base form, and armor panels are inserted. The modular nature also allows for the 
replacement or downsizing of armor plates according to anticipated threat level or capital-
driven design. The freestanding design reduces the cost of installation and deployment allowing 
the Corner Unit to be deployed and redeployed without expensive umbilical equipment (ribs 
and anchors). The existing product on the market is designed to mitigate up to a UL level 5 
threat (one shot from a .308 caliber rifle round). The Corner Unit will be deployed with armor 
plate rated at a UL level 10 threat allowing the Corner Unit to perform at a significantly higher 
level. 
The invention originated from a customer request for a unit to protect the transition points 
between lines of the Transformer Barrier A-Frame Unit and to mate with the existing A-Frame 
Units. The Corner Unit achieves this goal by seamlessly mating with existing A-Frame structures 
providing full 360° coverage and completely blocking the shot-line of potential threats. The 
Corner Unit’s design is heavily influenced by the successful design of the A-Frame design in that 
a similar armor plate design and orientation are employed to achieve a high level of 
performance. However, where the Corner Unit differs in design from the A-Frame is in the single 
armor stack design. During A-Frame ballistic testing, it was observed that the front armor held 
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against up to UL level 10 threats leaving the rear armor perfectly intact. To reduce cost, the 
armor design was reduced to include only the front armor plating and to extend this armor 
plating the full height of the A-Frame to simplify construction further.   
 

4.4 Team: What additional people/institutions/companies are needed to ensure successful 
validation or implementation of your solution (i.e. what skills or expertise do you need to 
address the technical barriers of your solution)? 
There are no known technical barriers impeding the Corner Unit production. Waltonen 
Engineering Inc. has expressed interest in licensing the A-Frame and Corner Unit for production 
at market scale. Waltonen has also expressed interest in constructing one Corner Unit and one 
A-Frame Unit as well as produce manufacturing grade drawings for rapid shift into fabrication.   

4.5 Advantage: What is your “unfair” advantage over the alternatives? How competitive is the 
space and what other companies / institutions are developing solutions to address the 
customer problem? How does your solution perform significantly better than alternatives? 
What are the elements of the invention ensuring your solution advances the field or compares 
favorably with the latest state of the art or current practice? 
The Corner Unit has an unfair advantage over other barrier systems through its ease of 
construction/deconstruction, modular nature, freestanding structure, and ballistic rating up to 
UL level 10 threats. The Corner Unit can be constructed using standard industrial processes and 
use commercial "of-the-shelf" materials thus reducing cost. The modular nature of the Corner 
Unit provides the advantage of easily replacing damaged plates or changing the thickness of the 
armor plates depending on the requirements of protection or capital-driven designs. 
Additionally, the modular nature allows simple deconstruction of the barrier system, without 
technical training, into smaller parts which then can be easily transported to a new location. The 
benefit of a transportable barrier system is realized in the reduction of resources and manpower 
needed, if not the innate ability, to install/relocate a Corner Unit system over a competitor’s 
fence-type foundation and mounting system. These fence-type barriers require deep pier 
footing and strong anchoring points to both support the height of the ballistic fence against 
wind and blast pressure loads. Conversely, the Corner Unit requires no anchors, as it is 
freestanding, and does not require any specialty lifting equipment outside of normal power 
utility boom trucks to install. The ballistic performance of the Corner Unit is dramatically 
superior to existing UL level 5 threat mitigation of the competition. 

4.6 Results: What results will be achieved if your solution is successfully applied? What are the 
quantifiable benefits to the customer and estimated returns to your lab? How do partners and 
key stakeholders (customers, industries, etc.) benefit in tangible and intangible ways? 
The Corner Unit and A-Frame system will quickly transition into a commercially viable product 
and intent to sell to customers to protect vital infrastructure around the United States. The vital 
infrastructure will not be visible through the Corner Unit and A-Frame Unit barrier system thus 
eliminating the shot line from any elementary rogue attacks. The use of the barrier system can 
be extrapolated to the use of temporary or frequently changing areas that require protection 
due to the quick construction/deconstruction of the barrier system. 
Through the licensure process the Laboratory will earn royalties from the production 
companies. Industry partner will benefit due to the open market of the barrier system will have 
a good-selling product to add to their sales while the customer saves on potentially millions of 
dollars in damages to vital equipment.  

4.7 Additional details describing the invention: Include experimental details and work done to 
demonstrate the invention that have not be described above. 
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Ballistic verification testing will be conducted at the National Security Test Range (NSTR) to 
ensure the Corner Unit’s ability to mitigate UL level 10 threats.  

4.8 Please describe the contribution of each PI listed in section 2. 
- no value provided - 

5.0 Mission Alignment 
5.1 Please select the directorate that most closely aligns with your disclosure: 

National & Homeland Security 
5.2 Please identify relevant "Core Capability" categories as defined by DOE. 

Mechanical Design and Engineering 
6.0 Readiness Level 
6.1 What is the Level of Development (Technology Readiness Level)? 

TRL 7 Full-scale, similar (prototypical) system demonstrated in a relevant environment 
6.2 Provide additional information relative to development status: 

- no value provided - 
7.0 Public Releases 
7.0.1 Has a publication or presentation of this material occurred? 

No 
7.0.1.1 If Yes, provide name of publication or presentation 

- no value provided - 
7.0.2 Is a future publication or presentation planned? 

No 
7.0.2.1 If Yes, provide the date and description of all planned publications, oral presentations, poster 

sessions, or other public dissemination of the invention: 
- no value provided - 

7.0.3 Has the invention been sold or offered for sale? 
No 

7.0.3.1 If Yes, indicated the date of first sale or offer for sale. 
- no value provided - 

7.0.4 Has a patent search by the inventors been performed? 
No 

7.0.4.1 If yes, indicate date: 
- no value provided - 

7.0.4.2 If yes, provide a conclusion of patent search. Please attach your findings to this IDR. 
- no value provided - 

7.0.5 Has a literature search by the inventors been performed? 
No 

7.0.5.1 If yes, indicate date: 
- no value provided - 

7.0.5.2 If yes, describe conclusion of literature search. Please attach your findings to this IDR. 
- no value provided - 

7.1 Publications 
- there are no responses in this list - 

8.0 Class Waiver 
8.1 Does this invention relate to the storage and disposal of civilian high-level nuclear waste and 

spent fuel technology? 
No 

8.2 Is this invention related to a national security technology, considered to be classified or 
sensitive under the Atomic Energy Act? 
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No 
8.3 Was the research that led to this discovery funded in part or entirely by the United States 

Department of Energy Steel Initiative or Metals Initiative? 
No 

8.4 Was the research that led to this discovery funded in part or entirely by the United States 
Advanced Battery Consortium research and development? 
No 

8.5 Was the research that led to this discovery funded in part or entirely by Electric Power 
Research Institute (EPRI) or the Gas Research Institute (GRI)? 
No 

8.6 Is research covered by an international treaty or agreement of the United States Government? 
No 

8.6.1 If Yes, indicate agreement: 
- no value provided - 

8.7 Was the research that led to this discovery funded in part or entirely by the United States 
Department of Energy weapons program? 
No 

9.0 Funding Questions 
9.0.1 Is the content of this IDR outside the scope of work related to the mission of the INL? 

No 
9.0.2 Is further Government funding anticipated? 

No 
9.0.3 Was this IDR conceived or developed while charging/working on an LDRD? 

No 
9.0.3.1 If Yes, what is/are the LDRD project number ##-#### 

- no value provided - 
9.0.4 Was this IDR conceived or developed while working on a Strategic Partnerships Project 

(formerly WFO)? 
No 

9.0.4.1 If Yes, what is/are the Project No(s)? 
- no value provided - 

9.0.5 Was this IDR conceived or developed while working on a CRADA (Cooperative Research and 
Development Agreement? 
No 

9.0.5.1 If Yes, state CRADA partner and CRADA number. 
- no value provided - 

9.0.6 Agreement to Commercialize Technology (ACT)? 
No 

9.0.6.1 If yes, identify agreement number: 
- no value provided - 

9.0.7 Was this IDR conceived or developed while working under a Joint Appointment Agreement 
(JAA) 
No 

9.0.7.1 Please identify who the JAA was with and when the JAA took place. 
- no value provided - 

9.0.8 Did this invention arise from Department of Homeland Security (DHS) funding? 
No 

9.0.8.1 Please identify DHS funding source: 
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- no value provided - 
9.0.9 Was the development of this invention funded under a consortia or institute? Examples 

include: Critical Materials Institute (CMI), LightMAT, CES-21, ChemCatBio, HydroGen, RAPID or 
CyberPARC. 
No 

9.0.9.1 If yes, please identify the consortia or institute. 
- no value provided - 

9.1 Funding Sources - the sum of all sources must equal 100 

Charge Number Amount B&R Code: B&R Description: 

103438 100 TE1101000 Transmission Reliability & Renewables Integration 

10.0 Attachments 
- there are no responses in this list 
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Appendix B 
 Waltonen Proposal Package 
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